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Abstract—A new framework for secure communication in
physical layer is proposed. A network of users equipped with
coupled dynamical systems is considered. The aim is to securely
exchange messages between network nodes in the presence of an
eavesdropper, referred to as Eve. Unlike a traditional wireless
system, the messages to be conveyed are not sent directly through
the medium. Instead, they are mapped to initial conditions of the
dynamical system. Once the system converges to a steady state,
conditions of the local system at each node is measured to recover
the sent messages. A fundamental property of the proposed system
which makes it secure is that if Eve tries to eavesdrop messages
by acting as a node of the coupled network, her presence will
change the dynamics of the system and hence, it will be detected
by the network nodes. In particular, a situation with two users
is considered. The proposed system is then modeled as a twoway wiretap channel and the secrecy capacity region is derived
under various conditions. Furthermore, a radio frequency (RF)
system is proposed to realize this model in a wireless setting by
means of local coupled oscillators. In particular, a unidirectional
master-slave coupling architecture is considered where a powerconstrained slave node synchronizes its phase and frequency
with a high-power master node. It is shown how the coupling
mechanism, realized by transmitting and receiving power between
the RF front-ends of the master and the slave node, can be
used by the slave node to securely send messages or to share
secret keys with the master node. To the best of our knowledge,
this is the first architecture providing physical layer secret key
generation fully designed in the RF front-end. The proposed RF
system is simulated using Advanced Design System (ADS). The
simulation results are shown for a 10 m channel link and confirm
the security condition. The secret key generation rate is 2 bits
per synchronization time-frame which is dominated by the wave
propagation delay between the two nodes.

I. I NTRODUCTION
The forecast of tremendous growth of wireless networks in
future systems, e.g., the fifth generation of wireless networks
(5G) and the Internet of Things (IoT) poses a higher risk of
malicious attacks against message confidentiality in communication systems. The conventional cryptographic techniques
currently deployed in wireless systems, such as SNOW 3G
algorithms in Long-Term Evolution (LTE) [1], are based on
point-to-point encryption and decryption protocols. These protocols require a shared secret key that is only known to the
legitimate parties. However, as wireless networks become more
distributed, e.g., with the incorporation of Device-to-Device
(D2D) communications into cellular protocols [2], there is a
need to implement methods for securely sharing keys between
individual users without the help of a central entity. Furthermore, Internet-of-Things (IoT) devices are severely constrained
by low power consumption and low device unit costs. This
makes it inefficient for such devices to have separate hardware
for encryption and decryption at higher layers. Therefore,
developing new methods for secure communication in the
physical layer is inevitable for future communications and
networking technologies.

In contrast to conventional cryptographic algorithms, physical layer security methods are keyless, where the noise level
of the wireless link is utilized to provide security [3]. Also,
no computational restrictions are placed on the adversary, and
hence, there is no need for unproven assumptions of computational hardness. In this framework, security is measured in
terms of information-theoretic security, in the sense defined by
Wyner [4]. However, an arguable assumption is that the channel
from the transmitter to the eavesdropper is somewhat weaker
than the channel from the transmitter to the legitimate receiver.
This has become a major barrier in implementing physical layer
security protocols in practical settings.
Physical layer security methods can be also deployed to
exchange secret keys efficiently and hence, to complement
the higher layer cryptographic security protocols. With the
fundamental work of [5] to use common randomness for
secret communication, secret key agreement protocols using the
characteristics of physical layer channel have recently received
significant attention [6]. A common assumption in such protocols is the channel reciprocity between legitimate parties [7]–
[9]. However, transmitted and received signals in the front-end
antennas of communicating devices are generated by separate
local oscillators (LO). The traveling signals between two nodes
could experience frequency mismatch and its associated phase
variation, which is neglected in the reciprocity assumption.
In other words, the phase and frequency mismatch between
two wireless nodes disturb the reciprocity assumption. In fact,
LO phase noise is one of the critical sources of asynchronous
frequency and phase error [10], [11]. Consequently, carrier synchronization is essential in physical-layer secret key generation
to accurately estimate the channel and suppress the reliability
error.
In this paper, we establish a new framework to provide
security in the physical layer by means of coupled dynamical
systems. To this end, a network of coupled dynamical systems
is considered. Such network can be realized by exploiting RF
local oscillators deployed at each node of the network. The
messages are not directly sent through the wireless channel.
Instead, each network node encodes its message into an initial
condition, such as its free-running frequency. Then the network
nodes enter a transition phase and within nanoseconds converge
to a steady-state condition provided that initial free-running frequencies are within a certain range referred to as locking range,
[12]. Each node then observes its steady-state condition such
as the synchronized frequency and its phase difference with
other nodes. Then the initial conditions and the steady-state
conditions are compared in order to recover messages. This
protocol can be used repeatedly by adjusting the free-running
frequencies as the initial conditions for a new transmission. The
security of the proposed protocol is based upon the fact that the
eavesdropper, referred to as Eve, is not part of the dynamical

Fig. 1: Conceptual block diagram of a master-slave RF coupled
oscillator used for synchronization.
system and hence, she does not observe the initial conditions of
the nodes. If she tries to act as a node coupled with other nodes,
then the dynamics of the system changes, thereby enabling
network nodes to detect such malicious attacks. This provides a
new framework for keyless secure communications in physical
layer that works regardless of Eve’s location and how strong her
receiver is. An analytical approach to study a network of two
legitimate parties using two-way wiretap channel is provided
and secrecy capacity regions are derived.
In order to put the proposed protocol in a practical setting, a
system of RF local oscillators using a master-slave architecture
is designed and simulated in ADS Keysight simulator. This
system is inspired by synchronized networks such as the one
shown in Fig. 1. The advantage of the proposed architecture
is two fold: It serves as means of frequency synchronization
of the slave node to the master node, and also enables the
slave node to secretly share a random sequence with the central
master node. To the best of our knowledge, this is the first
architecture providing physical layer secret key generation fully
designed in the RF front-end. Consequently, it does not have
a back-end processing delay and is resilient to digital software
hack. Simulation results in ADS confirm the security and the
reliability of the proposed protocol.
The rest of this paper is organized as follows. In Section II
some background on coupled dynamical systems, coupling
mechanisms in wireless networks, and physical layer security
are provided. A theoretical framework to model the proposed
system as a two-way wiretap channel together with the analysis
of secrecy capacity region is provided in Section III. An RF
system implementation of the proposed protocol for secret
key generation together with simulation results is discussed in
Section IV. Finally, the paper is concluded in Section V.
II. P RELIMINARIES
A. Coupled dynamical systems
A coupled dynamical system is modeled as a network of
nodes with dynamical states that evolve according to certain
differential equations. Parameters of such differential equations
at each node depend on the states of other nodes as well as
some inherent properties of the underlying node.
The best way to describe a coupled dynamical system is
by a graph with weighted edges. Let G “ pV , Aq denote the
graph, where V “ tV1 , . . . , Vn u is the set of nodes. Also, A “
rAi,j snˆn , where Ai,j P R` P t0u, is the weighted adjacency
matrix for G. In fact, Ai,j denotes the coupling coefficient of
node j towards node i. In particular, Ai,j “ 0 implies that
the state of node j does not affect the evolution of node i’s
state. One may assume that Ai,i “ 0. Let θi ptq P R denote the
state of node i at time t. Then the dynamical system at node i
evolves according to the following equation:
ÿ
`
˘
`
˘
dθi ptq
“ g θi ptq ´ αi
Ai,j f θj ptq ´ θi ptq .
(1)
dt
j‰i

In many applications, the nodes are oscillators with ωi as the
corresponding initial frequencies, αi is an inherent positive
constant associated with the i-th oscillator , gpθi ptqq “ ωi ,
f p.q “ sinp.q, and θi ’s are linear functions in steady state.
Assuming that f p.q is the sin function, (1) reduces to a weighted
version of the well-known Kuramoto model [13]:
ÿ
`
˘
dθi ptq
“ ωi ´ αi
Ai,j sin θj ptq ´ θi ptq ,
(2)
dt
j‰i
We say that the system described by (2) synchronizes if
oscillators operate at the same frequency ω̃ in the steady state.
Also, we say that the initial frequencies are within the locking
range, if the system described by (2) synchronizes in the steady
state.
Definition 1: Let Π “ r0, 2πq denote the set of possible
phases. Assuming that the initial frequencies of the nodes are
within the locking range, we describe the system as a function
D : pR` ˆ Πqn Ñ R` ˆ Πn .

(3)

The input to D is tpωi , ϕi q; i P rnsu, where ϕi is the initial
phase of` nodes i at time˘0, and rns “ t1, 2, . . . , nu. The output
of D is ω̃, tϕ̃i , i P rnsu , where ω̃ in the steady-state frequency
of all the nodes, and ϕ̃i ’s are the steady-state phases of the
nodes, whose differences can be derived from (2) assuming
the nodes are synchronized to frequency ω̃.
In our proposed protocol, we will use the relation between
the initial conditions of oscillators and their steady-state condition, described by the function D defined above, for secure
communication.
B. Coupling mechanism for synchronization in wireless communications
Synchronization between wireless network nodes can be
obtained via a bidirectional architecture [11] or a master-slave
architecture [10]. For wireless coupled oscillators, such as the
one shown in Fig. 1, the coupling coefficient Ai,j is given by
Pr,j
,
(4)
Pi
where Pr,j is the average received power from Vj by Vi and Pi
is the transmitted power by node Vi to Vj . It can be observed
that
Pr,i
Pr,j
Ai,j Aj,i “
ˆ
“ |Gch |2 ,
(5)
Pj
Pi
Ai,j “

where Gch represents the path loss of the channel between Vi
by Vj .
The conceptual block diagram of a master-slave architecture
for wireless coupled oscillator synchronization is shown in Fig.
1. In this architecture, simultaneous transmitting and receiving
powers is enabled by a 1800 hybrid balun between two frontend local oscillators. In master-slave architectures, the central
master node has a reference frequency and phase, and other
nodes, such as user equipments (UE), are slave nodes. The
slave nodes lock their frequency to the frequency of master’s
node and then use a feedback to synchronize their phases to
the phase of master node as well. However, in our proposed
protocol there is no feedback loop from the mixer to oscillators,
comparing to the architecture in Fig. 1. In other words, only
the frequencies are locked through the unidirectional coupling
mechanism and the resulting phase difference will be used for
secret key generation.

Let Vc denote the central master node. The master node
has a dominating power comparing to slave nodes. In terms
of coupling coefficients, this translates to Ac,i “ 0, for i ‰ c.
Therefore, in the steady state, the master’s frequency ωc , which
is also referred to as carrier frequency, and its phase remain the
same, and slave nodes Vi ’s lock their frequency to ωc . Then,
assuming ωi is within the locking range, by (1)
˘
` 1 Pi
def
pωi ´ ωc q , (6)
∆ϕ “ ϕ̃i ´ ϕ˜c “ ϕ̃i ´ ϕc “ f ´1
αi Pr,c
where ϕ̃i is the phase of Vi in steady state, ϕ˜c “ ϕc is assumed,
Pr,c is the power received by Vi at the carrier frequency ωc ,
∆ϕ is referred to as the phase shift, and ωi ´ωc is referred to as
frequency drift. Also, for the LC tank oscillators the function f
is the sin function and consequently f ´1 is the arc sin function
[14]. The locking range of ωi is then given by
|ωi ´ ωc | ď αi

Pr,c
Pi

(7)

In the RF implementation of our proposed protocol, freerunning frequency ωi serves as the initial condition, and the
locked frequency ωc and ∆ϕ are the steady state conditions.
The relation between frequency drift ωi ´ ωc and phase shift
∆ϕ, stated in (6), is the main component of our protocol to
provide secure communication.
C. Physical layer security: wiretap channel
The notion of wiretap channels was introduced by Wyner
[4]. In this setting, Alice wishes to send messages to Bob but
her transmissions also reach an adversary Eve. Let X P X
denote the transmitted message by Alice, Y P Y denote the
received message by Bob, and Z P Z denotes Eve’s observation. The system is denoted by pX , Y , Z , tpY Z|X uq, where
tpY Z|X py, z|xqu denotes the channel transition probabilities.
By convention, capital letters denote random variables and
small letters denote their instances. The goal is to design a coding scheme that makes it possible for Eve to communicate both
reliably and securely with Bob. Reliability is often measured in
terms of the probability of error of decoding X at Bob’s side.
Security is usually measured in terms of the mutual information
IpX; Zq, often normalized by the code block length.
Wyner characterized the fundamental limit of communication, referred to as secrecy capacity Cs , for the wiretap channel
and showed achievability using random-type arguments [4].
The best known expression for the secrecy capacity Cs is given
in [15] as
`
˘
Cs “ max IpU ; Y q ´ IpU ; Zq ,
(8)
U

where the maximum is taken over all random variables U such
that U Ñ X Ñ pY, Zq is a Markov chain. Explicit coding
schemes have been shown to achieve the secrecy capacity
of wiretap channels [16]. Also, a model of two-way wiretap
channel was introduced in [17]. In this setting, Alice and
Bob communicate over a noisy bidirectional channel while an
eavesdropper observes interfering signals.
III. S ECURITY VIA C OUPLED DYNAMICAL S YSTEMS : T HE
P ROPOSED A PPROACH AND S ECURITY A NALYSIS
In this section, we discuss our proposed protocol and show
how the channel modeling can be described as a two-way
wiretap channel. Then the secrecy capacity region of the
underlying channel is derived under various conditions.

A. A two-way wiretap channel: system model and the proposed
protocol
We consider a system of two oscillators V1 and V2 with
coupled dynamical system as described in (2). Suppose that
the oscillators are initially locked at the same frequency and
are synchronized. Since they are synchronized, they can agree,
according to some a priori protocol to start a new session
simultaneously. Suppose that V1 , also referred to as Alice,
wishes to transmit message symbol m1 P M1 to V2 , also
referred to as Bob, and V2 wishes to transmit message symbol
m2 P M2 to V1 . At the beginning of the new session, Vi
maps mi to the frequency ωi . Then it switches its frequency
to ωi . It is also assumed that nodes are aware of their locking
range and hence, ω1 and ω2 are within the locking range. Once
the oscillators switch their frequency, they enter a transition
phase, also known as the chaos phase and then reach a steady
state. The aim is to convey messages through the conditions
of the oscillators in the steady state. Note that the transition
time is very short, and, in practice, it is in the order of
nanoseconds [12]. It is assumed that Eve does not obtain any
meaningful information from the transition phase and hence,
her channel observation is limited to the steady state. In fact,
the randomness of coupled oscillators in chaotic phase have
been studied in the literature for secure communications [18],
however, this is different comparing our approach since we aim
at secure communication using the conditions of steady states.
Our proposed protocol can be best described using a twoway wiretap channel model. Let ωi , ω̃, ϕi , ϕ̃i , for i “ 1, 2, be
as defined in Definition 1. Let also ∆ϕ “ ϕ˜2 ´ ϕ˜1 (in this
network of two oscillators, only the difference between phases
∆ϕ matters in steady state). A two-way wiretap channel model
associated to the proposed protocol is denoted by
`
˘
WD “ X1 , X2 , Y1 , Y2 , Z , tpY1 Y2 Z|X1 X2 u .
(9)
The inputs to WD are x1 P X1 and x2 P X2 for Alice and
Bob, respectively, and the outputs observed by V1 , V2 , and Eve
are y1 P Y1 , y2 P Y2 , and z P Z , respectively, where
`
˘
xi “ pωi , ϕi q, yi “ pω̃, ∆ϕq, z “ ω̃, h1 ej ϕ˜1 ` h2 ej ϕ˜2 ` n ,
(10)
and h1 and h2 are received powers by Eve from Alice and
Bob, respectively, reflecting their antenna and channel gain,
and n “ nx ` jny , where Nx , Ny „ N p0, σn2 q, is the additive
Gaussian noise. We assume that Eve has perfect knowledge of
her channel with Alice and Bob and hence, for simplicity we
assume h1 “ h2 “ 1. Also, it is assumed that A1,2 and A2,1
are non-zero. The situation will be different in the next section,
when one of the users is dominant. Note that V1 and V2 can
perfectly measure their phase difference ∆ϕ in the feedback
loop of of steady state.
Lemma 1: There is a one-to-one mapping between pω1 , ω2 q
and pω̃, ∆ϕq. In particular, in the channel WD defined in (9),
the outputs y1 , y2 are deterministic given inputs x1 and x2 of
the channel.
Proof: The input-output relation for this channel model is
described through the function D defined in Definition 1. More
specifically, the following equations holds in the steady state:
`
ω̃ “ ω1 ´ α1 A1,2 sin ∆ϕq
`
(11)
ω̃ “ ω2 ` α2 A2,1 sin ∆ϕq
This system has a unique solution provided that the frequencies

ω1 and ω2 are within the locking range. In fact,
α2 A2,1 ω1 ` α1 A1,2 ω2
α2 A2,1 ` α1 A1,2
ω1 ´ ω2
∆ϕ “ arc sin
α2 A2,1 ` α1 A1,2
ω̃ “

(12)

Note that α1 and α2 are fixed constants and are assumed to
be publicly known. However, the coupling coefficients A1,2
and A2,1 depend on the powers of the oscillators and can
change. But in wireless settings, (5) can be invoked, which
shows A1,2 A2,1 “ |Gch |2 is fixed as long as nodes do not
move. Therefore, we assume that A1,2 A2,1 is known at Alice
and Bob. For the analysis of security we consider different
scenarios for Eve in the next subsection. With this assumption,
the one-to-one mapping between pω1 , ω2 q and pω̃, ∆ϕq derived
in Lemma 1 is invoked by Alice and Bob as follows:
Corollary 2: Alice can recover ω2 using her channel observation y1 . Similarly, Bob can recover ω1 using his channel
observation y2 .
Proof: By Lemma 1 y2 is deterministic given the inputs.
Also, Alice knows ω1 , ω̃, ∆ϕ. Then a system of three equations
given by (11) together with (5) involves three unknowns
ω2 , A12 , A21 and can be solved to uniquely determine ω2 . The
same applies to Bob.
The transition probabilities pY1 Y2 Z|X1 X2 py1 y2 z|x1 x2 q are
then reduced to pZ|X1 X2 pz|x1 x2 q provided that y1 “ y2 “
pω̃, ∆ϕq with probability 1, as derived in Lemma 1. Then
pZ|X1 X2 pz|x1 x2 q, where x1 , x2 , z are given in (10) is characterized in terms of distributions of h1 , h2 , and n.
After Alice and Bob recover the initial frequencies of the
other party, i.e., ω1 and ω2 , respectively, they map them back to
the message symbols m1 and m2 . The security of the protocol
against Eve and the achievable rates are discussed in the next
subsection.
B. Secrecy capacity region
The achievable secrecy rates of the proposed protocol depends on prior information that Eve has about the oscillator
constants α1 , α2 as well as the coupling coefficients A1,2 , A2,1 .
Since α1 and α2 are fixed constants, we assume that they are
publicly known. However, the coupling coefficients A1,2 and
A2,1 depend on the transmitted and received powers of the
oscillators and can change. In practice, these parameters are
difficult to estimate for Eve. To analyze the achievable rate
region, we consider two extreme cases: the first case is when
Eve does not have any prior knowledge and the second case is
when she has full knowledge of these parameters.
Definition 2: Assuming that each synchronizing session is
considered as one channel use, the rates R1 and R2 are defined
as the transmission rates of Alice to Bob, and Bob to Alice,
respectively. Let Cs,D denote the set of all possible achievable
rate-tuples pR1 , R2 q while guaranteeing information-theoretic
security.
Theorem 3: Suppose that Eve has no prior knowledge about
the coupling coefficients A1,2 , A2,1 . Then
Cs,D “ tpR1 , R2 q : R1 ď max HpΩ1 q, R2 ď max HpΩ2 qu,
pΩ1

pΩ 2

where Hp.q is the entropy function and the maximizations are
over all the possible distributions pΩ1 pω1 q and pΩ2 pω2 q over
their locking range.

Proof: Note that even if Eve can perfectly estimate
ω̃, ∆ϕ, given her noisy observation z described in (10), then
ω1 and ω2 are independent from ω̃, ∆ϕ. This holds by (12)
and the assumption that Eve has no prior knowledge about
A1,2 , A2,1 . Therefore, the secrecy capacity is just limited by
the source entropies HpΩ1 q and HpΩ2 q, and maximizing these
over possible distributions yields the capacity region.
Theorem 4: Suppose that Eve has full knowledge of the
coupling coefficients A1,2 , A2,1 . Then
Cs,D “ tpR1 , R2 q : R1 ď max HpΩ1 |Ω1 ` N1 q,
pΩ 1

R2 ď max HpΩ2 |Ω2 ` N2 qu,
pΩ 2

where the maximizations are over all the possible distributions pΩ1 pω1 q and pΩ2 pω2 q over their locking range, Ni „
N p0, σni q, and σn1 “ σn α1 A1,2 , σn2 “ σn α2 A2,1 .
Proof: Since the initial phases ϕ1 , ϕ2 do not affect the
outputs at the two end nodes, by Corollary 2 the input-output
relation of the two-way wiretap channel is reduced to
X1 “ Y2 “ Ω1 , X2 “ Y1 “ Ω2 .
Also, by (12) and the assumption that Eve has full knowledge
about A1,2 , A2,1 , Eve’s observation Z can be written in terms
of Ω1 and Ω2 as
def

Z “ pΩ1 , Ω2 q ` p´α1 A1,2 Ny , α2 A2,1 Ny q “ pZ1 , Z2 q,
where Ny „ N p0, σ 2 q. Given that Ω1 and Ω2 are independent
and the particular form of output Z, the two-way wiretap
channel essentially is split into two one-way wiretap channels
for each direction. Then, for instance for the one-way wiretap
channel with input and output Ω1 and Eve’s observation Z1 ,
the secrecy capacity Cs,1 is derived by (8) as
`
˘
Cs,1 “ max HpΩ1 q ´ IpΩ1 ; Z1 q “ max HpΩ1 |Z1 q,
pΩ 1

pΩ 1

which completes the proof.
The fundamental property of the proposed protocol that
enables secure communication is that Eve is not part of the
coupled network and hence, her receiver is not synchronized
with V1 and V2 . Therefore, on one hand, Eve has noisy
observations about ∆ϕ. On the other hand, Alice and Bob have
perfect observation of ∆ϕ as they are synchronized and form a
feedback loop in steady state. These properties of the coupled
dynamical system are exploited in the proofs of Theorem 3
and Theorem 4. In particular, these results imply that regardless
of Eve’s physical location and how strong her receiver is the
achievable rates are positive, i.e., secure communication is
possible.
IV. S ECRET K EY G ENERATION VIA C OUPLED
O SCILLATORS : RF S YSTEM D ESIGN AND S IMULATION
In this section, we aim at putting the proposed protocol into
a setting consisting of RF local oscillators that is applicable to
IoT networks. In IoT networks, it is often the case that a powerconstrained IoT device communicates with a central node in
order to convey some potentially sensitive information to the
network. In such scenarios, as described in Section, II-B, the
IoT device is a slave node and the central node is a master node
in a master-slave coupled system. Then the dynamics of the
master node does not change regardless of initial conditions of
the slave node and hence, the two-way wiretap channel model
discussed in Section III reduces to a one-way wiretap channel

where |Pc | and ϕc are the magnitude and phase of transmitted
signal and are assumed to be constant during each session. The
received signal Pr,c ptq is expressed by
Pr,c ptq “ Gch |Pc | cospωc t ` ϕc ´ ϕch q,

(14)

where Gch and ϕch are the path loss and phase shift associated
to the channel, respectively. The received signal at the slave
node will be amplified by a low-noise amplifier (LNA) and
creates a unidirectional injection path to the slave’s LO. At
the steady state, if the injection power is strong enough, the
frequency drift of ∆ω provides phase shift between two nodes
as expressed in (6). The signal that the slave node transmits to
the master is then
Fig. 2: The proposed secure wireless network with the protocols completely employs at the RF front-end.
model. In this case, the slave node aims at communicating
securely with the master node. In fact, we have R2 “ 0 in
Theorem 3 and Theorem 4, and R1 serves a the secrecy rate of
the wiretap channel.
In general, a secure communication, as proposed in Section III, requires estimation of several parameters of the wireless
channel, such as the channel gain. Such estimations should be
done in the back-end of the physical layer. The focus of this
section is only on the RF front-end in order to show that the
concept of security via coupled dynamical systems is feasible
in practice. Therefore, we limit our attention to an easier task,
that is to securely share a random sequence, that can serve
as a secret key for encryption/decryption protocols, between
the master and the slave node. The actual implementation of
keyless physical layer security requires an entire design of
the physical layer processing unit, including the front-end RF
antennas as well as back-end processing unit including channel
estimations, encoding, e.g., using nested polar codes proposed
in [16], and decoding, and is left for future work. It is worth
noting that generating a shared random key in physical layer
only using the RF front-end antennas and without any back-end
processing is by itself a new contribution of this paper and to
the best of our knowledge is the first such protocol.
A. RF system design
We propose to use a master-slave system design that exploits
wireless coupled oscillator synchronization technique, as discussed in Section II-B, to provide a frequency-locked network.
The proposed architectureis shown in Fig. 2. The initial freerunning frequency drift between the slave and the master node,
i.e., ωi ´ ωc , provides a coupling phase shift ∆ϕ between them
once the slave node locks its frequency to the carrier frequency
ωc in steady state, as stated in (6). This coupling phase shift
will be detected by mixing the received signal and delayed
transmitted signal at each of the nodes using our proposed
architecture. Note that the protocol is stated only for one session
and can be performed repeatedly in order to produce a sequence
of random bits.
In order to enable both nodes to measure ∆ϕ variation,
the mixer at each node compares the transmitted and received
signals. The mixer output voltage is denoted by Vm,i and Vm,c
for the salve and the master node, respectively, in Fig. 2. The
transmitted signal from the master node, denoted by Pt,c ptq,
can be expressed as:
Pt,c ptq “ |Pc | cospωc t ` ϕc q,

(13)

Pt,i ptq “ |Pi | cospωc t ` ϕc ´ ϕch ` ∆ϕq,

(15)

where |Pi | is the steady state amplitude of the slave node’s
signal transmitted to the master node. The received signal at
the master node from the slave node is then
Pr,i ptq “ Gch |Pi | cospωc t ` ϕc ´ 2ϕch ` ∆ϕq.

(16)

Since there is a wave propagation delay of τd “ d1,2 {c,
where d1,2 is the distance between the two nodes, between
the transmitting and receiving signals, a delay block of τd is
needed at each node before the transmitted signal is mixed
with the received signal. This delay is realized during an
initial handshake and provides phase shift equivalent to the
propagation phase shift delay ϕch . The mixer’s output signal at
the master node, Vm,c , and the slave node, Vm,i are the results
of passing Pt,c pt ´ τd q ˆ Pr,i ptq and Pr,c ptq ˆ Pt,i pt ´ τd q,
respectively, through a low-pass filter (LPF) to get the DC
voltage as
Gch |Pi | |Pc |
cosp∆ϕ ´ ϕch q
(17)
2
Note that if the two nodes are not frequency-synchronized, the
frequency-drift ∆ω appears as a tone at the mixer’s output and
both nodes will understand. In our protocol, Vm,c and Vm,i
given by (17) serve as the common source of randomness. The
slave node randomly changes the frequency drift in each session
resulting in randomly selected ∆ϕ using the coupling mechanism. This ensures uncorrelated random bits, after quantization,
which is used to generate the secret key.
Vm,c “ Vm,i “

B. Eavsdropper’s model and security
In this subsection, we discuss the security of the proposed
system in the previous section in the presence of an eavesdropper Eve. Then simulation results are provided assuming a
standard RF receiver for Eve.
In physical layer security settings, the eavesdropper is often
assumed to be passive only listening to the communication.
However, in our proposed system, even if Eve can transmit
power, she can only synchronize her RF system with the master
node. If she tries to synchronize her receiver with the slave
node to get partial information about ∆ϕ, the dynamics of
the slave’s receiver changes and such malicious activities can
be detected. In Fig. 3, a standard RF front-end receiver for
Eve is considered which can be used for synchronization with
the master node and receiving the transmitted signals by the
master-slave network.
The received signal by Eve, denoted byPr,e ptq, is the spatial
summation of the received signals from the slave node, denoted
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by Pr,ei ptq, and the master node, denoted by Pr,ec ptq. The
frequency and phase of Pr,e ptq is locked to the network. Then
we have Pr,e ptq “ Pr,ec ptq ` Pr,ei ptq. By (15) and (13) this
can be written in the complex domain as
Pr,e ptq “ ejωc t`ϕc `ϕsl phc ` hi ejp∆ϕ´ϕch q q,

(18)

where hc “ Gsl |Pc | and hi “ Gsl |Pi | are the received
power magnitude by Eve from the master and the slave node,
respectively, and Gsl is the path loss in Eve’s direction with
propagation phase shift of ϕsl assumed to be the same for
both the master-slave nodes for simplicity. The phase ∆ϕ´ϕch
contains the randomness that the slave is sending to the master.
For power-constrained IoT devices, such as the slave node
here, the Gsl |Pi | term is negligible compared to the dominant
term pGsl |Pc |). This implies that the variations in the received
power by Eve, i.e., Pr,e ptq, is negligible, as ∆ϕ changes,
thereby making the shared random sequence secure to her. Note
that standard features of wireless channel for physical layer
secret key generation, such as the gain and phase of the channel
between the legitimate parties being random and unknown to
Eve [6], are already included in the shared randomness in our
protocol (17). On top of these features, our proposed protocol
has the aforementioned additional factor that enables highly
secure key generation.
C. Simulation results in ADS
The proposed secret key generation protocol in RF front-end
shown in Fig. 2 is simulated in ADS. The distance between the
two nodes is assumed to be 10 m, which is suitable for indoor
IoT applications. The propagation path loss for this setting is
below 50 dB. The carrier frequency is set at 24 GHz, where
a high efficient coupled oscillator can be implemented for an
optimum design in terms of power consumption, bandwidth
and locking range trade-off [14].
The average range of saturated output power of power
amplifier (PA) at this frequency is 20 dBm with 25% efficiency
[19]. Also, the low noise amplifier at this frequency range has
an average gain of 10 dB with 5 dB noise figure. The master
node PA has saturated output power around 20 dBm while the
PA at slave node gets saturated around the lower output power
10 dBm for saving power consumption. In addition, the low
noise amplifier (LNA) of master node, as shown in Fig. 2 has
10 dB gain while the LNA of slave node has 5 dB gain. The
LO of slave node uses an LC oscillator architecture with 20%
tuning range at 24 GHz. The frequency of the LO is tuned
using digital-controlled switched capacitors for phase shift
generation, ∆ϕ, and the shared random sequence. An absolute
maximum achievable phase shift ∆ϕmax for an LC oscillator
is 900 , [14]. For the key generation, for example for generating

Fig. 4: Simulation results for the bits generation for the
proposed front-end, a) transient results of the slave’s LO for
generating bits 10 of ∆ϕ “ 850 , b) transient results for
generating bits 01 of ∆ϕ “ 500 c) the normalized generated
output voltage of the mixer at master and slave nodes for bits
10 and ∆ϕ “ 850 , d) the normalized output voltage for bits
01 and ∆ϕ “ 500 .
2-bits per synchronization frame, the phase shift range is
quantized into four ranges. The quantization boundaries are
set at 0, arc cosp3{4q, arc cosp1{2q, arc cosp1{4q, 90o and then
using Gray mapping two bits, e.g., 00, 01, 11, and 10, are
assigned to each range. The phase shift ∆ϕ is also reflected
at the mixer’s output voltages, Vm,c , Vm,i , as expressed in
(17). For example, the phase shift, ∆ϕ, in the range of
r0, arc cosp3{4qs is mapped to to mixer’s output voltage in the
range of Vm {Vm,max P r0.75, 1s. The result for two cases of
key generation, ∆ϕ “ 850 and ∆ϕ “ 500 , are illustrated in
Fig. 4 and are compared with the initial state to demonstrate
the phase shift ∆ϕ. Hence, Fig. 4 a) and b) show the transient
simulation of the LO of the slave node under two phase
shift locking conditions of ∆ϕ “ 850 and ∆ϕ “ 500 . This
corresponds to shared secret bits of 10 and 01, respectively.
Note that each generated phase shift is compared with the same
initial condition. The associated normalized Vm,i of the initial
phase shift falls in the range of r0.75, 1s. In Fig. 4 c) it is
shown that the generated phase shift of ∆ϕ “ 850 results in the
normalized output voltage of the slave’s mixer, Vm,i {Vm,max ,
being in the range of r0, 0.25s, which corresponds to shared
bits of 10. It is also shown that the mixer’s output voltage
at the master node falls in the same range and therefore, the
master node obtains the same desired bit sequence of 10. The
result for the generated secret bits of 01, corresponding to phase
shift ∆ϕ “ 500 is also shown in Fig. 4 d). It confirms that the
normalized mixer’s output voltages, Vm,c and Vm,i , at both
slave and master node falls into the same region of r0.5, 0.75s.
The reliability of the generated key is another important
factor in a secure system. In general, phase noise of oscillators
in the system can adversely affect the system reliability. In

Fig. 5: The generated output voltage at eavesdropper end, a)
while the eavesdropper is not synchronized to the network. b)
while the LO’s of eavesdropper is able to be frequency locked
to network, for two case of bits generations, ∆ϕ “ 500 and
∆ϕ “ 850 .

our simulations, oscillators are ideal with a single tone power
spectral density and hence, they do not encounter phase noise.
This results in a perfect 100% reliability of the system, i.e.,
the slave node and the master node get the same random
sequence 100% of the time according to (17). In a practical
scenario, the integrated phase noise power in this range of
frequency is typically a number between 1o and 5o [14]. For
instance, consider a typical phase noise of 4o , i.e., phase noise
„ N p0, σ 2 q, where σ “ 4. Then the probability of bit mismatch
between the master node and the slave node is roughly 2ˆ10´3 .
The security of the system is also tested in the RF frontend for Eve, such as the slave LO architecture as shown in
Fig. 3. Her mixer’s output voltage is then shown in Fig. 5 a)
and b) for unlocked and locked conditions, respectively. As
shown in Fig. 5 a), the output voltage of the mixer does not
converge and oscillates at the frequency equal to the frequency
drift between ωc and initial free-running frequency of Eve’s
LO. Fig. 5 b) shows the mixer’s output of Eve under frequency
locking condition. In this case, it can not identify the phase
variation ∆ϕ between the master node and the slave node. It
can be observed that a constant phase is observed over time by
Eve, regardless of what secret bits are being shared. In other
words, Eve experiences the same conditions as in Theorem 3,
although for a different reason that the master node’s power
dominates the slave node’s power. In other words, Eve is not
able to follow the phase shift trend happening between the
master node and the slave node. The simulation result confirms
the security of the proposed system.
V. C ONCLUSION AND F UTURE W ORK
In this paper, we proposed a new framework for secure
communication and secret key generation in physical layer
by means of networks of coupled dynamical systems. Secure
messages or secret random keys are exchanged between users
through the relation of initial conditions and steady-state conditions in local dynamical system. From a information-theoretic
point of view, the proposed system is modeled as a twoway wiretap channel and secrecy capacity regions are derived.
Furthermore, an RF front-end system is proposed to realize
this model in a wireless setting by means of local coupled
oscillators. In particular, a unidirectional master-slave coupling
architecture is simulated using ADS Keysight simulator and
simulation results are provided.
There are several directions for future research. The
information-theoretic model of the coupled network is only

studied for the two-user case. A natural question is then
whether the proposed model can be extended to multi-user
cases such as multiple-access channels, broadcast channels etc,
or new analytical methods need to be developed to this end.
Furthermore, the capacity results are derived only in extreme
cases and an interesting problem is to derive them under
more general assumptions. Another research direction is to
implement the proposed RF system design in a chipset and to
see how the proposed protocol perform in a practical wireless
setting. Furthermore, an in-depth study of LO phase noise will
potentially lead to new analytical tools to predict the reliability
of the proposed protocol.
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